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TAKE A JOURNEY IN THE REALM OF AI

1. Where are we now?

2. Who owns the transport?

3. National direction, not external directivesé

4. Whatôs important

5. Provisioning the trip

6. False flags

7. Digging for data

8. Lessons en route



Hopes and 
hazardsé

Overall, how do you envisage AI 
impacting public trust in elections?

1. More negative than positive?

2. More positive than negative?

3. Canôt say at this stage?

Are EMBs:  

on the AI back-foot or the front-foot?



Missionôs theme:
Understanding RISK 

= relationship of potential benefits 
and potential harms 

(for the lion or the buckôs interests?)

- Harms/benefits  are from point of 
view of the interests of citizensô right
to democracy!

Assessing risk= do the conôs:

ÅOvershadow / outnumber the proôs 
for citizensô rights

ÅUndermine the proôs directly

You have to do this assessment

+ plan your metrics & mitigationsé
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Who is using AI:

1. Your adversaries? 

2. Political rivals?

3. Media?

4. Voters?



Do you 
personally or 
professionally  
use AI?
Yes/No?



Does AI 
use you?
Yes/No?



Alert é or Asleep?Yes/No?
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Impressive 
magic tricks?



Buté   
note any 
strings 
attached



The 
bewitching 
full moon?



Moon as a 
dazzling mask:

for Musk &  
mates in the tech 
bro-ligarchy?



1.Does your EMB use AI?

ÅYes/No?
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Helpful pointers



Plus national AI strategies, cybersecurity & data & privacy rules, cloud policies



And multi-stakeholder, as well as multi-lateral, consultations & partnerships 



What is this 
ñAIò? 

Letôs look 
at the 

global AI 
tech stack



Content

Decisions

Users

Apps

Foundation models

Talent

Data

Cloud/chips

Connectivity

Energy & water

Minerals, metals, plastics



Harness what 

you can,

Regulate

what you 

can enforce; 

Strive for soft              
solutions              
otherwise .
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Given:

a.  The ownership of AI

b. the power of the tech 
ï both real and hype 

Do  we take flight?



Or do we fight?
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To be able to fight, do a readiness 

assessment. 

Rank if your level is high, medium, or low?

1. Infrastructure  & cybersecurity, vendor management   

2. Organizational capacity  - internally and in partners

3. Vision  and strategy for AI 

4. Compliance :  transparency, fairness, accountability, data protection.

5. Data governance: external data quality, internal (incl AI outputs), 

classification, consent validation, access

6. Operational : application development, deployment, monitoring (including 

performance and bias checks), and incident response, audits

7. Stakeholder engagement and communication 

8. Risk  frameworks, scenario planning, playbooks



Identify   
the main 
ñanimalsò 
most 
needing 
protection?



Narrow high-risk AI 
deployments with direct 
potential influence on voting 
arrangements:

1. Voter registration,

2. Authentication          
(e.g., biometric 
systems), 

3. Election monitoring, 

4. Vote tallying.



Seeds, grasses & weeds: 

ÅHow could AI-driven 
voter list management 
change traditional voter 
registration practices; what 
could go wrong?

ÅHow might biometric AI 
systems for voter 
authentication impact voter 
privacy and inclusion?

ÅHow could AI-made 
voter-ed games encourage 
youth turn-out, or risk 
giving biased info?
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Some of your excursion expenses

1. Risk assessments and audits = hiring specialized consultants / advanced 

analytics tools.

2. Data security = entail expenses in cybersecurity infrastructure and software 

licenses.

3. Developing or procuring AI models = Open Source ones can increase some 

development and updating costs but can reduce long-term 

risks/dependencies.

4. Human oversight = operational costs due to additional staffing or workload.

5. Continuous monitoring  investment in dedicated IT systems and potential 

3rd-party services.

6. Capacity  building costs.



Procurement: 
Whatôs below the 
water?



Buyer beware

1.Provenance and quality of data used to train AI systems.

2.Evidence by vendors of stress testing and red-teaming conducted 

on systems.

3. IP rights of any new datasets or outputs generated by the system.

4.  Contract points on public sector data-sharing and re-use  



Good to know at the outset!

1.Path dependencies ï case of ICC prosecutor losing Microsoft 

after US sanctionsé 

2.Biases,

3.Transparency, 

4.Budgets and sponsors, 

5.Costs vs benefits, 

6.Fragmentation and interoperability, 

7.Security and storage, 

8.Obsolescence .
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The ant and the 
eagle



GI-GO (Garbage in = 

garbage out)

1. Getting the right data ! Whether from the census, social media 

monitoring, weather, cybersecurity logsé 

2. Your sources  are key!

3. Without Africa unlocking relevant data, AI systems are highly 

limitedé

4. LLMs  - Languages, languages, languages!



Engine fuel: data-related budgets

1. Data Collection and Management : Costs involve infrastructure  for digital 

voter rolls, biometric systems, and secure data centers.

2. Data Verification  and Cleaning : Significant resources are required to verify 

data authenticity and resolve inconsistencies.

3. Data Access and Sharing : Access costs can be high, especially for social 

media and third-party data relevant to misinformation monitoring.

4. Capacity Building: Training  staff to manage and use data effectively incurs 

ongoing costs.



Keeping the ñantsò under scrutiny 

ÅPriority data =  voter registration &  biometric records, election results, and 

cybersecurity logs that can influence integrity if compromised or inaccurate. 

ÅEMBs might prioritize:

- Real-time: Cybersecurity logs, polling station monitoring, election results 

streaming.

- Frequent batch: Voter registration updates, AI system performance logs.

- Periodic: Compliance reports, historical election data analysis.

- Transparency : Clear metadata & provenance data to enhance trust & use.
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Spot the difference? Fake or not?
 

Spot the difference ï deepfakes ahead 



Action stations:

ǒ Require political 
contenders to apply labels 
when they use AI for media 
manipulation?

ǒ Require social media 
companies to label AI 
content?

Monitoring & enforcement?
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You will need to 
lead a lengthy 
migration to this 
new worldé

And to allocate 
who takes on 
responsibility for 
where your EMB 
is going in the 
flux of AIôs future


